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Auditing
Independent review and feedback
Part One:  Preliminary Information

I.       Purpose and Scope
This topic addresses procedures for monitoring the licensing and use of software within VBCPS to ensure that all software used with or installed on division-owned equipment is properly licensed and that licensing requirements are being met.   

II.         Responsibility

It is the responsibility of the CIO to ensure that policies and procedures are in effect to guard against illegal software use and to protect the school division from legal and financial consequences resulting from unauthorized use of software.

It is the responsibility of the computer security specialist (CSS) to conduct, and maintain records of divisionwide software licensing audits; to maintain Microsoft

(MS) confirmation records for the division; and to maintain licensing records for software purchased by the Department of Technology.    

It is the responsibility of the DOT bookkeeper to alert the computer security specialist of software purchases made by DOT personnel.  

It is the responsibility of all DOT personnel to be knowledgeable of and adhere to these procedures when making software purchases. 

III.      Background Information
DOT requirement based on School Board policies and regulations and state and federal laws  

Software licensing is one of the least understood aspects of computer use and management.   Many users purchase and load software based on personal needs and convenience without knowledge of the licensing requirements.  In the event of an outside audit, the school division could be held responsible for any licensing infractions on school division equipment. To protect VBCPS interests, DOT has established procedures for monitoring the use of software on division-owned equipment.  (Note: Macintosh computers are not included in these procedures.)     

Part Two:  Software Licensing Compliance Procedures
I.         Divisionwide Software Auditing Procedures 

A.       The CSS identifies the school/department to be audited and initiates the procedure.

1.         Access site-based server/s using the E-Z Audit program and produce a list of computers and installed software at the site.

2.         Create a list of computers at the site (including room placement within the building) as recorded in the Bar-Code Systems database. The Bar Code Systems database file can be accessed as follows:

                          MIS3\Progs\Home\OTShare\Inventor

3.         Compare the two lists to identify any computers that are not reporting through E-Z Audit.

B.        The CSS proceeds with onsite visits to address non-reported computers and conduct manual audits.  

1.        Locate non-reported computers and collect the required information using E-Z Audit software on a floppy disk.  

2.         Conduct a manual audit and complete the Computer Audit Score Sheet for ten per cent of the site’s computers.

3.         Prepare a report of the findings and submit to the site supervisor/principal.  

II.        Divisionwide MS Confirmation Procedures

A.       When purchases of MS software are made for the division, the CSS receives a copy of the Microsoft Open License Order Confirmation sheet from the reseller (e.g., ESI, Dell) confirming the purchase.  This document is not a license, however, it contains the information necessary to access the license through the MS Web site, should that become necessary. 

B.        The  CSS collects Microsoft Open License Order Confirmation sheets and submits to the designated administrative assistant for scanning into LaserFiche.  This information may be accessed via the Intranet by following the directions below:

1.       Open Internet Explorer
2.       Under “Applications,” choose “Document Imaging.”

3.        Check “VBSchools – Admin Login”

4.        Under “Technology,” select “Business/Finance.”

5.        Select “Software Licenses (Roxer).”
III.      DOT Software License Record Keeping Procedures

A.        Software Purchased for DOT 

1.         DOT staff members order software, and the CSS reviews and signs off on the order to verify that the software is not already owned by the department in accordance with Topic 2.3.4 – Processing Purchase Orders.
2.         Upon delivery, the CSS is provided with all original licensing documentation.

a.        The CSS keeps the licensing information on file in the computer security office.

b.        The CSS maintains an electronic (spreadsheet) record of all software purchased for DOT along with the barcode numbers of computers on which the software is installed.   

B.        Software Purchased for Schools by DOT

1.         DOT staff members order software for schools and the CSS receives notification in accordance with Topic 2.3.4 – Processing Purchase Orders.
2.         Upon delivery, the CSS is provided with all original licensing documentation.

a.        The CSS keeps the licensing information on file in the computer security office.

b.        The CSS maintains an electronic (spreadsheet) record of all software purchased for schools by DOT along with the barcode numbers of computers on which the software is installed.   
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