Physical Security

Environmental controls, Controls of access to critical facilities, equipment and/or media, Disposal of media and equipment
Inventory Procedures 

Definitions and Abbreviations:
This document refers to "site" and "principal" in order to keep the wording simple. However, the procedures apply to all departments, offices, and facilities that comprise VBCPS, not just to schools.
Site
 

the site receiving or getting rid of the equipment; this can be discrete building such as a school or it can be an office or department within a shared building

Principal
 

the principal if the site is a school; otherwise this term refers to the person who is in charge of the facility, department, or office.

SS 
 

Supply Services branch of School Plant

TS
 

Technical Services division of the Department of Technology

AIC 
 

Authorized Inventory Contractor, i.e., the vendor contracted to apply bar codes and maintain the VBCPS inventory database

ARC
 

Authorized Repair Contractor(s), i.e., the vendor or vendors authorized to repair equipment; includes the warranty service provider(s)

CRS
 

Computer Resource Specialist (schools)

New Computers:
New Computers for Existing Schools/Facilities:
· Computers are delivered to and checked in by the bookkeeper, CRS, or other person as designated by the principal. 

· The person checking in the equipment will record the serial numbers or check the serial numbers against the packing slip or list provided by the vendor. The checker will sign and date the list of serial numbers. A copy of this will be filed at the site. 

· On the same day the equipment is received, the site informs the AIC by fax of the number of computers, the location(s) in which they have been installed, and the name of the person who has the list of serial numbers that were checked in. 

· The AIC goes to the site, applies barcodes, and enters equipment information into the system. Data entry is typically done off-site. 

· SPECIAL NOTE: Whenever feasible, the vendor will coordinate the delivery with the AIC so that equipment can be bar-coded as it is delivered. Unless the site representative actually sees the AIC during the delivery process, he/she will still fax the delivery notification to the AIC. 

New Computers for New Schools/Facilities:
· Equipment is delivered directly to the school/facility. 

· Office of Purchasing informs AIC by fax of the number of computers, the location to which they will be sent, and the expected delivery date. 

· Office of Purchasing notifies AIC when equipment arrives. 

· Office of Purchasing verifies packing lists. 

· Equipment is placed in the school. 

· Authorized Contractor goes to the school/facility, applies barcodes, and enters equipment information into the system. 

New Computers That Are Shipped to Schools When Construction Has Been Done (CIP)
· Follow same procedure as New Computers to Existing Schools/Facilities. 

Relocated Equipment:
· For equipment moved within a site, no paperwork is needed. 

· For equipment relocated to another site, a Computer Hardware Transfer form is completed to track the transfer. 

· The principals of the two sites are required to agree on the transfer prior to any actual relocation of equipment. This "prior agreement" can be verbal, written, or electronic (e-mail), but both principals will need to sign the form before it is sent to the AIC to finalize the transfer. 

· The principal of the transferring site completes the appropriate sections of the Computer Hardware Transfer form and forwards it with the equipment. 

· The principal of the receiving site signs the appropriate section on the Computer Hardware Transfer form and faxes it to SS and the AIC. 

· The principals decide how the equipment is to be moved from one site to another. Neither SS nor TS is obligated to assist. 

Surveyed Equipment:
· The principal signs a filled-in Computer Hardware Survey form and sends it to the Technical Services (TS) division of the Department of Technology for review and approval. A copy should be maintained at the site. The form should include the name of a contact person on site. 

· The listed items are reviewed by designated TS staff. 

· If there are items on the list that should not be surveyed, TS will communicate with the site contact person to explain why not and to secure agreement to delete the item(s) from the form. 

· TS faxes the approved Computer Hardware Survey form to the site for their files and to SS to authorize pick up. 

· SS contacts the site contact at least 24 hours prior to picking up the equipment. 

· Site personnel will gather the equipment in one place at the site for pick up. Multiple pick-up locations may be used if the amount of equipment is too large for a single spot within the site. Items for pick-up should be clearly separated from items that are staying on site and from items not listed on the approved Computer Hardware Survey form. 

· SS picks up the equipment, checks it against the form, and faxes the Computer Hardware Survey form to AIC. 

· The AIC updates the inventory database. 

Equipment Removed for Off-Site Evaluation/Repair:
If a technician from TS or from an ARC must remove equipment from the site in order to evaluate it or repair it, the following procedure will be followed.

When the equipment is removed,
· The technician completes Part 1 of an Off-Site Repair or Evaluation form (including a signature from someone on-site) and leaves a copy with the on-site person who signed the form. Another copy stays with the removed equipment. 

· Site personnel maintain a file of Off-Site Repair or Evaluation forms in a central location. 

· If the equipment is removed by an ARC, a copy of Off-Site Repair or Evaluation form is faxed to TS. 

· TS faxes the Off-Site Repair or Evaluation form to AIC and SS. 

If the equipment is successfully repaired,
· When the repaired equipment is returned to the site, Part 2 of the original Off-Site Repair or Evaluation form (or a copy of the original) is completed. A new copy is left at the site to be filed there in place of the copy left when the equipment was removed. 

· If an ARC completed the off-site repair, a copy of the Off-Site Repair or Evaluation form with Parts 1 and 2 completed is faxed to TS. 

· TS faxes the Off-Site Repair or Evaluation form with Parts 1 and 2 completed to AIC and SS. 

If the equipment cannot be repaired,
· Part 3 of the original Off-Site Repair or Evaluation form (or a copy of the original) is completed. 

· If an ARC did the off-site repair attempt, the irreparable equipment plus a copy of the Off-Site Repair or Evaluation form with Parts 1 and 3 completed is delivered to TS. 

· TS completes a Computer Hardware Survey form. 

· TS faxes the Computer Hardware Survey form and the Off-Site Repair form with Parts 1 and 3 completed to the contact person at the site. 

· TS faxes the Computer Hardware Survey form to SS. 

· SS picks up the equipment from TS, checks it against the form, and faxes the Computer Hardware Survey form to AIC. 

· The AIC updates the inventory database. 

Replacement of Equipment beyond Economical Repair
· Replacement shall be the responsibility of the site. 

Replacement of Equipment under Warranty
· If equipment under warranty is replaced rather than repaired, a Warranty Replacement form is executed by the authorized warranty service vendor. 

· A copy of the form is taken to the site by the ARC with the replacement equipment and the appropriate person on site signs the form to verify receipt. 

· The ARC removes the damaged/defective equipment according to the conditions of the warranty. 

· A copy of the Warranty Replacement form is faxed to TS for the files. 

· TS faxes the Warranty Replacement form to SS and AIC. 

